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Warum brauche ich nochmal Telemetrie?
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Telemetrie bei den Profis
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Isolierte Losung?

Event Sources

Endpoint
Firewall
Email
Cloud
Productivity
Identity

Network

Backup

SSOPHOS



Sophos Threat Detection and Response Platform
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Sophos Threat Detection and Response Platform
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Threat Response

24/7 Managed Detection
and Response Services

Sophos MDR experts hunt, investigate,
and eliminate attackers on your behalf

Investigation and
Response Platform

Sophos XDR Provides a single platform to
detect, investigate, and respond to threats
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Offen und flexibel

SOPHOS
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Microsoft Detections and Response

. . Configured
. . APl  Productivity

Microsoft - Graph Security API V2

Adds security telemetry from Microsoft and
Microsoft partner products to the Sophos Data
Lake.

.. Configured
.. APl  Productivity

Microsoft - Office 365 Management
Activity API

Microsoft 0365 Management Activity API
provides information from what is referred to as
the, 'Unified Audit Log". This is a single audit I...

.. Configured

.. Response Action  Productivity

Microsoft 365 - Response Actions

Microsoft Response Actions allows security
analysts and users to respond to incidents by
taking immediate action on compromised...

SOPHOS




Flexible service tiers

BSOPHOS BSOPHOS
MDR ESSENTIALS MDR COMPLETE
24/7 expert-led threat monitoring and response v 4
Detection and response across your entire IT environment v v
Includes integrations with endpoint, network, firewall, cloud, identity, email, productivity, backup solutions
Sophos Endpoint and Sophos XDR technology included Op:f:.:; :'hffdsz:'.l;se:';‘:,'i?.,':tsg?ﬂ.ﬁed) v/
Comprehensive reporting and intelligence briefings v v
Proactive threat hunting v V4
Threat response: active attacks are stopped and contained 4 v
Usingthe fullSophos Endpoint agent or the Sophos Endpoint “XDR sensor” (inc luded)
Direct call-in support during active incidents v v
Root cause analysis: performed to prevent future recurrence - v
Full-scale incident response: threats are fully eliminated . 4
Requires the full Sophos Endpoint agent (included)
Dedicated incident response lead - v
Sophos breach protection warranty = v
Sophos Managed Risk — powered by Tenable C_D C_D
Vulnerability and attack surface management delivered as a managed service
Sophos Identity Threat Detection and Response (ITDR) C_D C_D
Neutralize identity-based threats before they can impact your business
Sophos Network Detection and Response (NDR) C_D C_D
Provides critical visibility into network activity and thre ats that firewalls can’t see
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Managed Risk
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Ein Drittel aller Ransomware-

Angriffe beginnen mit einer @
ausgenutzten, ungepatchten

Schwachstelle
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Critical Apache 2.4.x < 2.4.54 Authentication Bypass Seen 23 hours before the report

N

Critical Apache 2.4.x < 2.4.60 Multiple Vulnerabilities Seen 23 hours before the report

N

Critical Canonical Ubuntu Linux SEoL (14.04.x) Seen 23 hours before the report

N

High NFS Share User Mountable Seen 23 hours before the report

N

High NFS Shares World Readable Seen 23 hours before the report

High SSL Medium Strength Cipher Suites Supported (SWEET32) Seen 23 hours before the report

O

N

High Apache 2.4.18 [ 2.4.20 X.509 Certificate Authentication Bypass Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.25 Multiple Vulnerabilities (httpoxy) Seen 23 hours before the report

&

High Apache 2.4.x <2.4.28 HTTP Vulnerability (OptionsBleed) Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.34 Multiple Vulnerabilities Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.38 Multiple Vulnerabilities Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.39 Multiple Vulnerabilities Seen 23 hours before the report

KN

High Apache 2.4.x < 2.4.58 Multiple Vulnerabilities Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.59 Multiple Vulnerabilities Seen 23 hours before the report

N

High Apache 2.4.x < 2.4.58 Qut-of-Bounds Read (CVE-2023-31122) Seen 23 hours before the report




Sophos Managed Risk

Powered By ) tenable

Arbeitet nahtlos mit Sophos MDR

Fully Managed Service, bereitgestellt von
Bedrohungsexperten

@ Planen Sie Meetings ein, um neue Erkenntnisse,
Hinweise auf aktuelle Exploits sowie
Empfehlungen zur Priorisierung von
AbhilfemaBnahmen zu besprechen

Erstellen Sie Falle zur Beratung mit dem Sophos
Managed-Risk-Team

(©) Sehen Sie lhre Managed-Risk-Félle gemeinsam
mit Ihren Sophos MDR-Fallen in lhrem Threat
Analysis Center

Security Operations

My Dashboard

Account health check summary

Your overall health score

Recent cases

All alerts

77
High

shed will be avaitable here
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Flexible service tiers

BSOPHOS BSOPHOS
MDR ESSENTIALS MDR COMPLETE
24/7 expert-led threat monitoring and response v 4
Detection and response across your entire IT environment v v
Includes integrations with endpoint, network, firewall, cloud, identity, email, productivity, backup solutions
Sophos Endpoint and Sophos XDR technology included Op:f:.:; :'hffdsz:'.l;se:';‘:,'i?.,':tsg?ﬂ.ﬁed) v/
Comprehensive reporting and intelligence briefings v v
Proactive threat hunting v V4
Threat response: active attacks are stopped and contained 4 v
Usingthe fullSophos Endpoint agent or the Sophos Endpoint “XDR sensor” (inc luded)
Direct call-in support during active incidents v v
Root cause analysis: performed to prevent future recurrence - v
Full-scale incident response: threats are fully eliminated . 4
Requires the full Sophos Endpoint agent (included)
Dedicated incident response lead - v
Sophos breach protection warranty = v
Sophos Managed Risk — powered by Tenable C_D C_D
Vulnerability and attack surface management delivered as a managed service
Sophos Identity Threat Detection and Response (ITDR) C_D C_D
Neutralize identity-based threats before they can impact your business
Sophos Network Detection and Response (NDR) C_D C_D
Provides critical visibility into network activity and thre ats that firewalls can’t see
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IDENTITY
IS THE NEW

PERIMETER

WHY
CREDENTIALS
ARE THE #1
ATTACK VECTOR
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SYAL

of incidents
started with
compromised
identity

Non-identity-related
root causes
33.00%

Root cause
of attacks

Compromised
credentials
42.06%

Auth-token theft
0.45%

Trusted
relationships /

2.87%

Credential phishing Brute-force attacks
6.35% 15.58%
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Sophos ITDR
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95% 90%

IAM misconfigurations Identity-based attacks Leaked and stolen credentials
95% of organizations have 90% of organizations The number of stolen credentials
a critical Microsoft Entra ID identity experienced an identity for sale on the dark web has more
misconfiguration. breach in the pastyear. than doubled in the pastyear.
Source: incident response engagements Source: IDSA Trends in Securing Digital Source: Sophos X-Ops Counter Threat Unit
conducted by Sophos Identities, 2024 (CTU) data, June 2024 - June 2025
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Sophos MDR + Sophos ITDR

A holistic approach to reducing your organization’s identity risk

Protects against
identity threats

@ ¢

Sophos investigates and
responds to high-risk identity-
based threats on your behalf

"
+
N

Sophos MDR

Reduces the identity
attack surface

N
N

Continuously scans Microsoft
Entra ID for identity
security gaps

Minimizes stolen
credential risk

Fx
)

Alerts when credentials are
exposed on the dark web
and breach databases

Identifies risky user
behaviors

Monitors for abnormal
activity associated with
stolen credentials

Sophos ITDR (Add-on)
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Identifies risky user behaviors

Highlights abnormal activity associated with the use of stolen credentials

Top Risky Users

- Provid es a list of users thgt have been recently Baced on Recent Alerte for the User
involved in Sophos security alerts g SClVoicemai
= A2 @9 D13
= Enables quick analysis from within the identity - 55";“‘“
details page
° Darth Vader
= A209 013
= Highlights abnormal activity such as: o Yods

= 2 @9 D13
= Unseen IP address for tenant A2

= Unseen ASN for tenant ) .:0° 0

Chewbacca

= Unseen IP address for user e Spmalk
Luke S alker

®= Unseen ASN address for user = A2 09 013

= Unseen useragent

Han Solo

= A2 09 0O13

View All Users
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Reduces the identity attack surface

Continuously scans Microsoft Entra ID for identity misconfigurations and risks

. L. . SOPHOS Owttowss - Myboducts - Tt Anstyshs Comter = Morts  Meports. Puogle ~ Duviows = soolee
= Produces a prioritized list of . Pp—
“Findings” that pose a risk to - =
your organization with s ’ ) i
recommended actions Medhay R 409 116 26 1,810
. . . e i ool i
= Provides an identity posture a0 S e e
score to help you understand Yer mo e TSR ——
risk and benchmark over time e T e | sk 12873 | 364
j 4 i 1 ot somntie Tl e Ly 270—
= Automatically performs 80+ L Dmmmmoimiooe oo g 20—
identity posture checks e e |
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Minimizes stolen credential risk

Monitors and alerts when credentials have been exposed

= Finds credentials leaked on the dark P S—
web and within breach databases fem T e — - e e
= Reduces therisk of credential stuffing = 8 o SO e e Gl
attacks and credential misuse o L e
: . e 2 e e e - o
= Provides insights and trends around: R - = - :
= The number of breaches T . — - =
= Unique passwords breached g “ = — . = -
= Types of breaches observed — i . — - -
= Admin accounts = == = — = =
= Explore historical leak data using the = | I —— — . - -
Credential Compromise explorer ———— = — = =
i —

= Correlates with last password change
time and MFA configuration for
improved accuracy
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Credential Compilation 94M

In December 2025, a possible compromised data from an Unknown site exposing
94379020 records were found. The data contains emails, usernames and passwords.

Breach Date:

4 months ago

Published: 8 months ago
Created: 9 months ago
Leaked: 4 months ago
Leak Status: Active

Tenant: 266523
Domain:

Password Type: plaintext
Masked Password: ***d0g

Related URLs:

Identity
Display Name:
Role:

User Name:
Department:
City:

State:
Country:

Created:

Last Password Changed:

Last Login:

Executive Assistant

Executive Team
Mexico City
Mexico

3 years ago

8 months ago

2 months ago

SOPHOS



GSOPHOS Dashboards ~
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Identity
il Overview

Cases 4]

B Findings
o+ Credential Compromise
A+ Directory

2 Settings

24

My Products v

Threat Analysis Center

Reports

My Environment v

s a0 0

Fabian Becker

Response Actions

Entra ID - Confirm User as Compromised

Sy admin
O MFAUSER  z° DORMANTACCOUNT & CLOUDONLY 2 HUMAN & ADMIN
SUMMARY ACTIVITY LOG FINDINGS INSIGHTS GROUP MEMBERSHIP DARK WEB INTELLIGENCE

Viewing 7 of 7 Events

AUTH CLOUD AUDIT  THIRD PARTY MANAGEMENT

SUMMARY = TIMESTAMP TIME AGO H STATUS = IP ADDRESS H ACTIVITY H APPLICATION
LOGON from 217. 2026/04/22 13:12:.. 6 days ago 217. [Kelelo]\}
FAILURE action fi 2026/04/22 1312:... 6 days ago UserStrongAuthClientAuthNRe... 217. FAILURE
LOGON from 18.1 2026/04/21 17:09:... 7 days ago 18.1 LOGON
FAILURE action fi 2026/04/21 17:09:... 7 days age UserStrongAuthClientAuthNRe... 181 FAILURE
LOGON from 2a0 2026/04/2113:17:... 7 days ago 2a0 LOGON
LOGON from 3.7¢ 2026/04/21 13:15:... 7 days ago 3.7: LOGON
FAILURE action fi 2026/04/21 13:14:... 7 days age UserStrongAuthClientAuthNRe... 3.7: FAILURE

Entra ID - Disable User

Entra ID - Dismiss User as Compromised
Entra ID - Enable User
Entra ID - Force Password Reset

Entra ID - Revoke User Sign-In Sessions

Mozilla/5.0 {(Macintosh; Intel M...
Mozilla/5.0 (Macintosh; Intel M...
Mozilla/5.0 (Macintosh; Intel M...
Mozilla/5.0 {(Macintosh; Intel M...
Mozilla/5.0 (Macintosh; Intel M...

Mozilla/5.0 (Macintosh; Intel M...
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Gartner

Peer Insights
Customers’
Choice 2024

The top-rated
rvice

=IDC

A Leaderin the 2024 IDC
MarketScape for Worldwide MDR
services

Rated a Leader in MDR by
customers in the Spring 2025
G2 Grid Reports Products and Managed Services

Gartner Peer Insights
Managed Detection and Response Services

Eligible Average Review Willingness to

Vendors Rating Volume Recommend

I

?i* SOPHOS 4.9 344 D — |
¥ .

¥* | Arctic Wolf Networks 4.8 251

AT,
*

CrowdStrike 4.8 116

L 0N
*

SentinelOne 4.7 205
ReliaQuest 4.7 82
Rapid7 4.3 98

o FROST
MITRE | &mcx FROST &

A Leader in the 2024 Frost Radar
report for Global Managed
Detection and Response

A strong performer in MITRE
ATT&CK Evaluations for Enterprise

The GARTNER PEER INSIGHTS CUSTOMERS’ CHOICE badge is atrademark and service mark of Gartner, Inc. and/or its affiliates and is used herein with pemission. All rights reserved. Gartner Peer Insights content consists of the opinions of individual end us ers based on their own experiences with the vendors listed on the
platform, should not be construed as statements of fact, nor do they represent the views of Gartner or its affiiates. Gartner does notendorseany vendor, product or service depicted in this content nor makes any warranties, expressed or implied, with respect to this content, aboutits accuracy or comp leteness, including e Sop HOS

any warranties of merchantability or fitness fora particular purpose.
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DEFEAT CYBERATTACKS
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